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METHOD AND APPARATUS FOR PACKET TRANSMISSION AND 
BANDWIDTH GUARANTEEING METHOD 

BACKGROUND OF THE INVENTION 
Field of the Invention 

The present invention relates to a method and an apparatus for packet 
transmission, which are provided to transmit packets onto a packet network such as the 
Internet or the like, and a bandwidth guaranteeing method. 
Description of the Related Art 

In a terminal device on a packet network such as the Internet, to control the 
amount of data to be transmitted per unit time, it is necessary to limit the number of 
packets to be transmitted per unit time at a network interface. For example, referring 
to FIG. 1, there is shown a conventional process for limiting the amount of data 
transfer per unit time, i.e., a bandwidth to be used. This process is carried out as 
follows: by using a leaky bucket algorithm or the like, packets PK received from an 
application are temporarily stored in a buffer, i.e., in the queue of a driver, at the 
network interface and, then, the packets are dequeued from the queue at fixed 
intervals, and are transmitted one by one at each fixed interval. 

In this conventional case, if a packet size is variable in length, it is impossible 
to accurately control the amount of data transfer while the interval of packet 
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transmission is kept fixed. Accordingly, as shown in FIG. 2, the interval of 
transmission must be changed according to the size of each packet. In addition, even 
if a packet size is fixed in length, the interval of packet transmission must be changed 
when there is a change in the amount of data transfer per unit time. Thus, when it was 
necessary to dynamically change the interval of packet transmission, processing was 
carried out according to a process like that shown in the flowchart of FIG. 3. 

Specifically, in the process shown in the flowchart of FIG. 3, first, next packet 
transmission time tn is initialized by 0 (step S51). 

Then, a packet is dequeued from a queue (step S52). A packet size is divided 
by a current transfer rate to calculate time tx necessary for packet transmission (step 
S53). 

Then, comparison is made between current time t and the packet transmission 
time tn to determine whether t(tn is established or not (step S54). When the current 
time t reaches the time tn for packet transmission, the packet is transmitted (step S55). 

Then, tn=t+tx, that is, next packet transmission time tn is calculated by adding 
the time tx necessary for packet transmission to the current time t (step S56). 

Subsequently, the process returns to step S52 to execute processing for a next 
packet. By repeating the foregoing operations from step S52 to step S56, packets are 
sequentially transmitted. 

In the conventional process described above with reference to the flowchart of 
FIG. 3, if the calculation of the interval of packet transmission is executed immediately 
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before transmission, there is a possibility that the time of calculation will be longer 
than the calculated interval of packet transmission. This problem occurs in particular 
when the amount of data transfer per unit time is large, or when the time of calculation 
for a leaky bucket is slow. In other words, for example, in the examples shown in Figs. 
2 and 3, the state of t being larger than tn may occur during the calculation of tx with 
the consequence of incorrect packet transmission or other problems. Therefore, it may 
even be impossible to control the amount of data to be transmitted per unit time. 

When the number of flows through the network interface is single, there will be 
no problems if a packet flow rate is controlled by the network interface. On the other 
hand, when a plurality of flows share one network interface, not only a bandwidth to 
be used but also other network resources such as a transmission buffer will also be 
shared by the plurality of flows. In such a case, to prevent interference among the 
flows, the method of Fair Queueing for dividing queues among the flows like that 
shown in FIG. 4 is used. A flow is specified based on an identifier of one kind or 
another, and each flow can use exclusive queue, e.g., an identifier A to a queue Qa, an 
identifier B to a queue Qb, an identifier C to a queue Qc, and so on, up to an identifier 
Z to a queue Qz. For example, in a network using a TCP/IP as a communication 
protocol, each packet is provided with a packet header like that shown in FIG. 5. 
Accordingly, a flow identifier can be formed by combining the IP addresses, the port 
numbers of both transmitting/receiving sides, a protocol number, and parts or all of 
other fields. The packets enqueued according to the identifiers are sequentially 
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dequeued one by one by Round Robin, and transmitted into the network. In the 
example of FIG. 4, the chances of packet transmission are given to the respective 
queues in order, e.g., QaRQbRQcR,„RQzRQaR (the process returns to the first queue 
Qa after the last queue Qz is reached). If there is a packet contained in the queue that 
has been given the transmission chance, then the packet is transmitted to the network. 

If there is bandwidth specification for a plurality of flows, a bandwidth 
guarantee per flow unit can be realized by combining the foregoing two methods to 
control a flow rate by a leaky bucket at the outlet of each queue as shown in FIG. 6. 

However, there is no clear division between a scheduling module for deciding 
the order of transmitting packets, i.e., the queue of a next packet to be transmitted, and 
a shaping module for controlling a packet flow rate so as to keep the data transfer 
amount of each flow within a reserved bandwidth. Consequently, the amount of 
information to be managed by a queue unit is large, making management work 
complex. In addition, to change only one of the scheduling and shaping methods, 
because of unclear division thereof, changing work cannot be easily carried out. 

In addition, the control of a packet flow rate using a leaky bucket or the like is 
carried out based on the granularity of a kernel clock as a minimum unit for counting 
time within a kernel. Thus, a considerable reduction occurs in accuracy for the data 
link of a broad bandwidth. 

Furthermore, as shown in FIG. 7, when a plurality of flows, resource reservation 
having been made therefor, are transmitted from a plurality of transmission terminals, 
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or passed through a certain network intermediate node, network resources at this node 
are shared by the plurality of flows. Accordingly, at the network intermediate node, 
the information of each flow must be held for flow identification, and flow 
identification must be carried out by referring to the information each time a packet 
is received. The packet that has been subjected to flow identification is enqueued. In 
addition, scheduling, a queue memory management, and so on, must be carried out. 
The processing work of this kind is increased in proportion to an increase in the 
number of target flows. Consequently, in a large-scale network, such processing costs 
will be extremely large. 



BRIEF SUMMARY OF THE INVENTION 

The present invention was made with the foregoing problems in mind, and it is 
an object of the present invention to provide a capability of controlling the amount of 
data to be transmitted per unit time from a transmission terminal on a packet network 
to the network. 

It is another object of the present invention to provide a capability of 
guaranteeing packet transmission within a bandwidth specified for each flow, or 
limiting packet transmission in a bandwidth exceeding the specified one when 
bandwidth guaranteeing is carried out for a plurality of flows at a transmission 
terminal on a packet network. 

It is yet another object of the present invention to provide a capability of 
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guaranteeing packet transmission within a specified bandwidth or limiting packet 
transmission in a bandwidth exceeding the specified one for a flow, resource 
reservation having been made therefor, on a packet network. 

In accordance with a first aspect of the present invention, there is provided a 
packet transmitting method, comprising the steps of: controlling the timing of packet 
transmission in a transmission terminal on a packet network; and controlling the 
amount of data to be transmitted per unit time from the transmission terminal to the 
network. 

In accordance with a second aspect of the present invention, there is provided 
a packet transmission apparatus, comprising: time calculating means for calculating 
time necessary for transmitting each packet; and means for controlling the timing of 
packet transmission based on the time necessary for transmitting each packet, 
calculated by the time calculating means. 

In accordance with a third aspect of the present invention, there is provided a 
packet transmitting method, comprising the steps of: independently controlling a 
packet order and a packet flow rate in a transmission terminal on a packet network; 
and carrying out bandwidth guaranteeing for a plurality of flows. 

In accordance with a fourth aspect of the present invention, there is provided 
a packet transmission apparatus for transmitting a plurality of flows onto a packet 
network by carrying out bandwidth guaranteeing, comprising: scheduling means for 
controlling the order of packets; and shaping means for controlling the flow rate of 
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packets. In this case, bandwidth guaranteeing is carried out for the plurality of flows 
by independently controlling a packet order and a packet flow rate. 

In accordance with a fifth aspect of the present invention, there is provided a 
bandwidth guaranteeing method, comprising the steps of: managing the state of 
resource utilization by a flow unit at a transmission side; transferring data based on a 
single queue at a network intermediate node; and guaranteeing packet transmission 
within a bandwidth specified for a flow, resource reservation having been made 
therefor, on a packet network, while limiting packet transmission in a bandwidth 
exceeding the specified bandwidth. 

As described above, according to the present invention, the timing of packet 
transmission can be accurately controlled in the transmission terminal on the packet 
network. Thus, for example even when a packet is variable in length, it is possible to 
control the amount of data to be transmitted per unit time from the transmission 
terminal on the packet network to the network. 

According to the present invention, in the transmission terminal on the packet 
network, when bandwidth guaranteeing is carried out for a plurality of flows, packet 
transmission within a bandwidth specified for each flow can be guaranteed, or packet 
transmission in a bandwidth exceeding the specified one can be limited. In addition, 
division is made between the scheduling module and the shaping module, and thereby 
only one of these can be replaced easily. Thus, it is possible to realize only shaping 
by hardware, and provide a highly accurate bandwidth guarantee even for the network 



of a broader bandwidth. 

Furthermore, according to the present invention, for a flow having resource 
reservation made therefor on the packet network, packet transmission in a specified 
bandwidth can be guaranteed, or packet transmission in a bandwidth exceeding the 
specified one can be limited. Moreover, costs at the network intermediate node for 
managing a plurality of flows can be reduced, making it possible to secure size 
expansibility suited to the large-scale network. 

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING 

FIG. 1 is a schematic view showing a conventionally known bandwidth 
processing process based on a leaky bucket algorithm; 

FIG. 2 is a schematic view showing a way of transmission, a transmission 
interval thereof having been changed according to a size of each packet; 

FIG. 3 is a flowchart showing a process for dynamically changing an interval 
of packet transmission; 

FIG. 4 is a schematic view showing a process of Fair Queueing for dividing 
queues among respective flows to prevent interference among the flows; 

FIG. 5 is a schematic view showing a packet header of each packet in a network 
using a TCP/IP; 

FIG. 6 is a schematic view showing a constitution for realizing a bandwidth 
guarantee by a flow unit when bandwidth specification is carried out for a plurality of 
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flows; 

FIG. 7 is a schematic view showing a constitution for passing a plurality of 
flows, resource reservation having been made therefor, through a network intermediate 
node; 

FIG. 8 is a schematic view showing a constitutional example of a packet 
transmission apparatus according to the present invention; 

FIG. 9 is a flowchart showing a processing process in the packet transmission 
apparatus; 

FIG. 10 is a schematic view showing another constitutional example of a packet 
transmission apparatus according to the invention; 

FIG. 11 is a flowchart showing a processing process in the packet transmission 
apparatus; 

FIG. 12 is a schematic view showing yet another constitutional example of a 
packet transmission apparatus according to the invention; 

FIG. 13 a schematic view showing a further constitutional example of a packet 
transmission apparatus according to the invention; 

FIG. 14 is a schematic view showing Weighted Fair Queueing in a device driver 
of the packet transmission apparatus shown in FIG. 13; 

FIG. 15 is a flowchart showing a processing process using Deficit Round Robin 
in the device driver of the packet transmission apparatus shown in FIG. 13; 

FIG. 16 is a schematic view showing a yet further constitutional example of a 



packet transmission apparatus according to the invention; 

FIG. 17 is a schematic view showing a still yet further constitutional example 
of a packet transmission apparatus according to the invention; 

FIG. 18 is a schematic view of an arrangement illustrating a bandwidth 
guaranteeing method of the invention when a plurality of flows sent from a plurality 
of transmission terminals are passed through a network intermediate node; 

FIG. 19 is a schematic view of another arrangement illustrating a bandwidth 
guaranteeing method of the invention; 

FIG. 20 is a schematic view of yet another arrangement illustrating a bandwidth 
guaranteeing method of the invention; 

FIG. 21 is a schematic view of a further arrangement illustrating a bandwidth 
guaranteeing method of the invention; and 

FIG. 22 is a schematic view of a yet further arrangement illustrating a 
bandwidth guaranteeing method of the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

Next, the preferred embodiments of the present invention will be described with 
reference to the accompanying drawings. 

In a packet transmission apparatus 10 of the present invention, for example as 
shown in FIG. 8, time txn necessary for packet transmission is calculated in an 
application layer, and a packet pkn is passed together with the time txn for packet 
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transmission to the device driver 11 of a data link layer. In the data link layer, based 
on the time received together with the packet, the amount of data is controlled 
according to a processing process shown in the flowchart of FIG. 9. 

Specifically, in the processing process shown in the flowchart of FIG. 9, a 
packet is dequeued (step SI), and comparison is made between current time t and time 
tn for transmitting a packet to determine whether t(tn is established or not (step S2). 
When the current time t reaches the time tn for transmitting a packet, the packet is 
transmitted (step S3). 

Then, tn=t+tx, that is, next packet transmission time tn is calculated by adding 
the time tx necessary for packet transmission to the current time t (step S4). 

Subsequently, the process returns to step S2 to process a next packet. By 
repeating steps SI to S4, packets are transmitted in sequence to the network at 
intervals according to the sizes of the packets. 

In this case, there is no variance in the size of a packet data module between the 
application layer and the data link layer. Accordingly, the calculation of time 
necessary for packet transmission will have a similar result by any timing from the 
instance of packet transmission by the application to its actual reaching into the 
network. Therefore, by carrying out such a calculation beforehand to make only time 
comparison at the instance of transmission, the amount of calculation at the instance 
of packet transmission can be reduced. 

In the examples shown in Figs. 8 and 9, the txn necessary for packet 
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transmission is added to the packet pkn passed to the device driver. This necessitates 
the packet to be passed such that a layer upper than the device driver can process it. 

In a packet transmission apparatus 20 shown in FIG. 10, for the packet passed 
from the application layer, upper layer work for enqueuing the packet to a transmission 
queue in a device driver 21, and work for taking out the packet and transmitting it to 
the network are carried out independently of each other. 

In the upper layer of the device driver 21, as shown in the flowchart of FIG. 11, 
the packet is enqueued to the queue of the device driver (step Sll). At the time of this 
entry, time tx necessary for packet transmission is calculated (step S12). By repeating 
steps Sll and S12, packets pkn having the time txn for packet transmission added 
thereto are sequentially enqueued to the device driver. 

Then, in the device driver 21, as in the case of the process shown in the 
flowchart of FIG. 9, time comparison is only made when packets are dequeued, and 
the packets are sequentially transmitted to the network at intervals according to the 
sizes of the packets. 

In this case, in the hardware of packet transmission having a function of 
controlling the total amount of data transmitted to the network per unit time, the device 
driver is operated by using a kernel clock as a minimum unit for counting time within 
a kernel. The kernel clock is typically counted at the interval of about 10 milliseconds, 
and only about 1 millisecond when it is fast. In the case of dedicated hardware, 
however, the device driver is operated by its own clock frequency, and the use of this 
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can increase time accuracy much more. On the other hand, a CPU having an operating 
device driver, i.e., an operating system, generally has higher throughput than the 
dedicated hardware. In addition, it is often the case with the dedicated hardware that 
calculation such as division or the like cannot be carried out. 

Thus, in a packet transmission apparatus 30 shown in FIG. 12, all the values to 
be calculated beforehand are obtained in a device driver 31 side, and only a minimum 
necessary arithmetic operation is performed at dedicated hardware 32. In this way, it 
is possible to accurately control the total amount of packets at a high speed. 

Now, assuming that a bandwidth has been specified for a plurality of flows, as 
in the case of a packet transmission apparatus 40 shown in FIG. 13, flow rate control 
is carried out based on the total bandwidth of reserved flows. This control is 
specifically operated by performing scheduling and shaping while a scheduling module 
41 for deciding the transmission order of packets and a shaping module 42 for 
controlling the flow rate of packets are separated from each other. 

That is, in the packet transmission apparatus 40 shown in FIG. 13, it is assumed 
that bandwidths used by a queue Qa dedicated for an identifier A, a queue Qb 
dedicated for an identifier B, a queue Qc dedicated for an identifier C,..., and a queue 
Qz dedicated for an identifier Z are respectively Ba, Bb, Be,..., and Bz. Then, a packet 
is dequeued according to the designated bandwidth and, for the packets thus dequeued 
from all the queues, shaping is carried out by the shaping module 42 based on the total 
bandwidth (Ba+Bb+Bc+,„+Bz) of all the flows. 
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Now, in the case of Fair Queueing for dividing queues among flows, all the 
queues are treated fairly, and bandwidths of all the flows are equal. Accordingly, 
unlike the foregoing case, a packet cannot be dequeued according to the designated 
bandwidth. Thus, in the scheduling module 41, Fair Queueing is used integrally with 
Weighted Fair Queueing for giving a weight to each queue. In the Weighted Fair 
Queueing, a packet is dequeued according to a weight given thereto. 

For example, as shown in FIG. 14, it is assumed that bandwidths of the queues 
Qa, Qb, Qc and Qz are respectively 75Mbps, 25Mbps, 50Mbps and 100Mbps. While 
one packet is dequeued from the queue Qc, three packets are dequeued from the 
queue Qa; two from the queue Qb; and four from the queue Qz. For the packets thus 
dequeued, in the shaping module 42, shaping is carried out based on the sum total of 
the bandwidths of these flows, i.e., the bandwidth of 250Mbps. 

In this case, a unit for the scheduling carried out by the scheduling module 41 
is a packet. If the packet size of each flow is variable in length, however, a difference 
in packet sizes generates unfairness. Accordingly, when the packet size of each flow 
is variable in length, instead of Round Robin for sequentially taking out packets one 
by one from the queues, Deficit Round Robin for regulating a transmitting chance 
based on not one packet but a packet size is used. 

In the case of using the Deficit Round Robin, according to the process shown 
in FIG. 8, determination is made as to whether a packet is transmitted or not from a 
queue. 
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Specifically, in a processing process shown in FIG. 15, first, the transferable 
sizes D of all the queues are initialized by 0 (step S31). 
Then, one queue is selected (step S32). 

Then, transfer permission of a certain size Q is given for each scheduling, and 
added to the transferable size D of the selected queue (step S33). 

Determination is then made as to whether a packet is present or not in the 
selected queue (step S34). If there is a packet present in the selected queue, 
determination is made as to whether the transferable size D of the queue is larger than 
0 or not (step S35). If the transferable size D is equal to or larger than 0, the packet 
is transmitted (step S36). Subsequently, after the size of the transmitted packet is 
subtracted from the transferable size D to obtain a new transferable size D (step S37), 
the process returns to step S34. If the transferable size D is equal to or larger than 0, 
packet transmission is carried out by repeating the process from step S34 to step S37. 

Then, when the transferable size D becomes negative, a target is changed to a 
next queue (step S38), and the process returns to step S33, where processing is carried 
out for the next targeted queue. If a packet size at the head of the queues is larger than 
the transferable size D given for one processing, then packet transmission is carried 
out by storing a plurality of transfer permission values. 

In the foregoing explanation, a bandwidth to be guaranteed for all the flows was 
specified, and the queues dedicated for the respective flows were prepared. However, 
there may be the case where the flow, a bandwidth being guaranteed therefor, and the 
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flow of a best effort, no corresponding relation with an individual queue being set 
therefor, are mixed. In tihs case, a process like that in a packet transmission apparatus 
50 shown in FIG. 16 is carried out. Specifically, a queue for a best effort is prepared 
separately from the queue of a flow unit and, when a packet identifier is verified by a 
scheduling module 51, if a queue dedicated for this identifier has not been prepared, 
the packet thereof is enqueued for the best effort. In a shaping module 52, when there 
is some time until the transfer of a next packet present in the queue, and when this 
time is determined to be enough for the transfer of a packet present at a head of queue 
for the best effort, the packet is dequeued, and transmitted into the network 1. 

In this case, in the shaping realized by controlling the timing of packet 
transmission, time control as to when the packet should be transmitted is carried out 
by using a kernel clock as a minimum unit for counting time within a kernel. Because 
of software control within the kernel, as a burden placed on the transmission terminal 
is increased, the accuracy of shaping is deteriorated. In addition, the kernel clock is 
counted typically at the interval of about 10 milliseconds, and only about 1 millisecond 
when it is fast. For example, when a bandwidth of the data link is 100Mbps, a data 
transfer ability of 100M bits per second is provided. Thus, if data is transmitted by 
fully using the bandwidth, the amount of packets equivalent to 12,800 bytes is 
transmitted for 1 millisecond. When the data link is Ethernet, a maximum value at a 
packet payload module, i.e., a Maximum Transfer Unit (MTU), is 1,500 bytes. 
Accordingly, the value of 12,800 bytes for 1 millisecond is not so impractical. 
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However, if a bandwidth is increased by ten-fold to be lGBps, packets ten times as 
many must be transmitted during the same cycle, making it impossible to accurately 
transmit such an amount of packets based on the granularity of the kernel clock. 

Therefore, in the above-described case, as exemplified by a packet transmission 
apparatus 60 shown in FIG. 17, a scheduling module 61 is realized by software, while 
a shaping module 62 is realized by hardware on a network card, and the dependence 
of shaping accuracy on the OS is eliminated. Accordingly, the case of a broad 
bandwidth can be dealt with. This arrangement is also advantageous, for example 
when a network card in which a shaping function being provided but the number of 
flows being limited is used. 

In addition, when a plurality of flows, resource reservation having been made 
therefor, are transmitted from a plurality of transmission terminals in the 
above-described manner, and passed through a certain network intermediate node, 
network resources at this node are shared by the plurality of flows. Accordingly, at the 
network intermediate node, a burden is increased in proportion to an increase in the 
number of targeted flows. 

Thus, according to the invention, as shown in FIG. 18, by managing a flow unit 
at a transmission side, i.e., at each of transmission terminals 70A, 70B and 70Z, a 
burden is prevented from being increased at a network intermediate node 80 even if 
the number of flows is increased. 

Specifically, the transmission terminals 70A, 70B and 70Z respectively have 
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queues dedicated for identifiers A, B and Z. Each flow having resource reservation 
made is transmitted into the network 1 through an output interface 81 after the amount 
of data transmitted per unit time is controlled. This control is carried out in such a 
way as to prevent the flow from being transmitted over a reserved bandwidth. On the 
other hand, at the network intermediate node 80, data is transferred by a single queue 
without any flow unit management at all in the belief that each of the transmission 
terminals 70A, 70B and 70C is engaged in data transmission within a reserved 
bandwidth. 

As shown in FIG. 19, in the case of a network intermediate node 90 having a 
plurality of interfaces, output queues are divided between interfaces 91 and 92. Thus, 
any effects of a difference in interface characteristics or bandwidths can be prevented. 

When a plurality of flows are transmitted from one host, as shown in FIG. 20, 
the queue of a flow unit is managed at each transmission node. Specifically, a 
transmission terminal 100A having queues dedicated for identifiers A and C transmits 
data within a reserved bandwidth by the queues dedicated for the identifiers A and C; 
a transmission terminal 100B having a queue dedicated for an identifier B transmits 
data within a reserved bandwidth by the queue dedicated for the identifier B; and a 
transmission terminal Z having queues dedicated for identifiers Z and Y transmits data 
within a reserved bandwidth by the queues dedicated for the identifiers Z and Y. 
Then, at a network intermediate node 110, data transfer is carried out by a single queue 
without any flow unit management at all in the belief that each of the transmission 
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terminals 100A, 100B and 100Z is engaged in data transmission within a reserved 
bandwidth. 

In the foregoing explanation, the management for each interface at the network 
intermediate node was carried out by using one queue. When the flow of a best effort 
is transmitted from the transmission side, however, even if queues are divided at the 
transmission side, no control is made for the flow rate of such a flow. Accordingly, 
the network intermediate node may receive data over the bandwidth of the output 
interface, resulting in queue overflowing. Thus, when there is a flow of best effort, as 
shown in FIG. 21, a flow of a queue to be guaranteed for a bandwidth and queues of 
other flows are prepared at the network intermediate node. Even when an increase 
occurs in the kinds of flows, all the flows are placed in corresponding relations to the 
above two queues, and thereby interference among the flows can be prevented. For 
example, by adding a tag (identifier) to a flow to be guaranteed for a bandwidth at each 
transmission node, the tag being different from those of other flows, at the network 
intermediate node, correspondence is set between the respective flows and the two 
queues based on this tag. 

Specifically, a transmission terminal 120A having queues dedicated for 
identifiers A and C transmits data within a reserved bandwidth by the queues dedicated 
for the identifiers A and C; a transmission terminal 120B having a queue dedicated for 
an identifier B and a queue for a best effort transmits data within a reserved bandwidth 
by the queue dedicated for the identifier B and the best effort by the queue for the best 
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effort; and a transmission terminal 120Z having a queue dedicated for an identifier Z 
and a queue for a best effort transmits data within a reserved bandwidth by the queue 
dedicated for the identifier Z and the best effort by the queue for the best effort. Then, 
at a network intermediate node 130, flows are transmitted in sequence by using the 
queue for resource reservation of a flow to be guaranteed for a bandwidth and the 
queue for the best effort. 

As in the case of a packet transmission apparatus 190 shown in FIG. 22, if a 
plurality of output interfaces 191 and 192 are installed, then a queue for a best effort 
must be prepared for each output interface. 

In this case, even on a shared medium like Ethernet, where flow unit 
management is difficult in the data link, the foregoing method can be realized. 
However, a packet may be lost on the shared medium when there is a best effort. 
Thus, for example the network is arranged such that the terminals are connected one 
to one. Under this precondition, it is possible to limit the possibility of a packet loss 
only to the case of queue overflowing at the network intermediate node. 
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